Virginia Information Technologies Agency

IS Council Meeting Summary

July 19, 2010
12pm - 2pm

COV IS Council members attending:

Andy Hallberg (ABC) David Hines (SCV)
Michael McDaniel (VRS) Ed Miller (DOA)
Steve Werby (VCU) John Willinger (DBHDS)

John Green (VITA ex-officio)

COV 1S Council Members attending via teleconference:

Shirley Payne (UVA) Todd Richardson (DMME)

COV IS Council members absent:

Sandra Graham (Chest. Cty) Goran Gustavsson (APA)
Doug Mack (DMV)

Also attending: Patrick Beggs (DHS), Josh Cole (DOAV), Norm Hill (DMV), Michael
Leking (DHS), Aaron Mathes (GOV), Sam Nixon (VITA), Michael Watson (VITA)

Cyber Resilience Review - Michael Watson, VITA

Patrick Beggs and Michael Leking from National Cyber Security Division of the Department
of Homeland Security were guest speakers. Patrick gave an overview of Cyber Security
Evaluations that his team performs for Federal and State agencies. Michael gave a synopsis
of the Cyber Resilience Review (CRR) which was set into action by the Senate
Appropriations Committee. The CRR is an assessment to measure and enhance
implementation of key cyber security capabilities within an organization. The primary goal
of the CRR is to evaluate how CIKR organizations manage cyber security of significant
information services and assets. A secondary goal is to identify opportunities for
improvement in cyber security management and reduce operational risks related to cyber
security.

Encryption Committee Report — Michael McDaniel, VRS
Committee has not met in awhile. They are writing guidelines and hope to submit 2
guidelines to the IS Council next month. Michael will send drafts of the guidelines to

members prior to August meeting.

Risk Management Committee Report - Ed Miller, DOA



Committee held a meeting to demo a tool that would serve as an augmentation to Risk
Management. John Green stated he holding a meeting with Carsten Schmidt (IREC) and all
committee members are invited.

Making IT Security an Executive Management Priority Committee Report — John
Green, VITA

Committee will hold meetings again beginning in August. John would like to see work done
on the Leadership Communiqué to begin with.

Webaps Committee - John Willinger, DBHDS

Committee will have 2010 Goals and Deliverables drafted and available by the August or
September meeting. They are working on recommended guidelines and best practices.
John asked Council members to prompt their Developers to join the Committee or email
with any tips they have to offer. Shirley offered to forward John the general guidelines she
has on Web App Scanning.



